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Questions

1) What is the greatest possible rate of
randomness expansion? Exponential? Higher?

2) How does the expansion rate depend on # of
devices used?

Our Result:

Infinite randomness expansion with 8 devices.
(We can also do 6)
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Input Security

Secure Against Q. Eavesdropper “Input Secure”
Pspe = Pu @ PpE Psp = Py & Pp
PoE = Py @ Pk PoE = Py @ Pk

* Provably input secure randomness expansion
protocol = Infinite randomness expansion.

 Can we obtain input security in a randomness
expansion protocol?

 Randomness Extractors are provably not input
secure.
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A New Tool

[Reichardt, Unger, Vazirani 2012]
“RUV” Protocol
* Device Independent protocol

* Certifies that devices are measuring an
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A New Tool

[Reichardt, Unger, Vazirani 2012]

“RUV” Protocol

* Device Independent protocol
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The RUV protocol seems Input

- Secure!
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(1) 1) Not randomness expanding.
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Obtaining Expansion

YAV,

— Exponential
Expansion
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* RUV:

J  — Polynomial
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This RUV protocol seems Input
Secure!

“Input Secure”
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. However: Poe =Py @ Pk

(1) 1) Not randomness expanding.
0 2) Not input secure conditioned

on passing.
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Input Security revisited

* We only use the output of RUV in the
event that the protocol passes

* |In general conditioning on this event
can reveal output information to the
eavesdropper

* This would invalidate the Input
Security gained from RUV
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e Our solution selects output
blocks at random....

....using an input seed
unknown to the devices

e But could the seed be
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“bad” blocks?
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Selecting Random Blocks

e Such adversarial
correlations can be ruled out
using a purification and
simulation argument.
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correlations can be ruled out
using a purification and
simulation argument.

* Thisimplies full input
security for this composition
of VV and RUV.
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Infinite Randomness Expansion

VvV VvV
S = Input Seed £ £
/ﬁ\ /‘ﬁ\
¥ " A "
Tyl '’ o
RUV RUV

[ l/ \N ] [ l/ \ ]
i 4
e Approximately Input Secure steps (composable)
 Exponential Expansion at each step




Infinite Randomness Expansion

S = Input Seed

* Accumulated error converges

 Qutputis -close to uniform and secure against quantum eavesdropper.

exp(IS])



Open Questions

Robust protocols [Miller, Shi], [Chung, Shi, Wu]
Optimal Parameters?
Protocols other than Randomness Expansion [Reichardt, Unger, Vazirani2012]



